MUHUCTEPCTBO HAYKHU U BBICHIETO OBPA3OBAHU A
POCCHUIMCKOI ®EJIEPALINN
denepanbHOE TOCYIaPCTBEHHOE OIOIKETHOE 00pa30BaTeIbHOE YUPEKACHUE
BBICITIIETO OOpa30BaHUS
MOCKOBCKWI TOCYIAPCTBEHHbBI YHUBEPCUTET
I'EOAE3UN U KAPTOI' PAOUU
(MUUT'AuK)

®dakynbTeT reonH()OPMATUKH ¥ HHPOPMAITMOHHOM 0€301MacHOCTH
Kadenpa nandopmarimoHHO-U3MEPUTETBHBIX CUCTEM

' % JTOKYMEHT MOJAMUCAH

%\; MIEKTPOHHOI NOANHUCHIO «YTBEPXIAIO»
Cepruduxar: 5387FD2AF5B17FED816FDE9A 1D4973B1 IIpopekrop
Brnanenen: Crenanuenko Anekceii Jleonnnosua A. JI. CternanuyeHKO
JHetictBurenen: ¢ 21.07.2025 o 14.10.2026 16 (beBpaJISI 2024 T

PABOYASI IPOTPAMMA JTMCHUTIJIMHBI (MOIYJIS)
OCHOBbBI KOMIIbIOTEPHBIX HAYK

«B1.0.05.03 OCHOBbI HTHOOPMAIIMOHHOM BE3OITACHOCTH»
YpoBeHb BhICIIET0 00pa30oBaHUs: OakajJaBpuaT

Hampasnenue noarorosku: 09.03.03 Ilpuxnannas napopMaTrka

Hampasnennocts(npoduis) moarorosku: [Ipuknagnas nadopmarrnka

KBanudukanus (cTerneHb) BEITYCKHUKA: OaKaJaBp
®dopma oOyueHHUs: OUHAs
I'on Habopa (mpuema Ha oOydenue): 2024

Cpox nosrydeHus: 00pa3oBaHuUs: 4 rona

O0beM: B 3a4ETHBIX SAUHUALIAX: 3 3.€.
B akajeMuyeckux yacax: 108 ak.u4.

Mocksa, 2024
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Pa3padoruukmu:
[Tpenonasarens kadenpsl MHGOpMAIIIOHHO-U3MEPUTEIBHBIX CUCTEM
ITyunn B. A.

Pabouas mporpamMma ITUCHMILIMHBEI (MOIYJsI) COCTaBI€Ha B COOTBETCTBUH C TpeboBaHusmu OI'OC
BO no nanpasnennro noaroroku 09.03.03 Ipuknagnas wHbOpMaTHKA, YTBEPKIECHHOTO MPUKA30M
Muno6pnayku ot 19.09.2017 Ne 922

ComnacoBaHue U yTBEPKACHUE

OTBETCTBEHHOE ara, IPOTOKOJI
Ne | [Togpaznenenue OUO Buza A p
JIALIO (Ipu HaNMUYUN)
1 thaxysbrer [Ipencenarens Marepyxun A. B. Paccmotpeno | 14.12.2023, Ne
Teonnopmarikn u | yyeyoro cosera 7-23
HHGOPMAITMOHHOM
6e3omacHOCTH (axynbrera
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Conepxanue
1. Lenp u 3amaun 0OCBOCHUSI TUCIIMIUIAHBI (MOTYJIS)

2. I[lnanupyemsble pe3yabTaThl 00yUeHUs MO JUCIUILTUHE (MOIYJIIO0), COOTHECEHHBIE C
IUTAHUPYEMBIMH pe3yJabTaTaMu OCBOCHUS 00pa30BaTeIbHON MPOrpPaMMBbI

3. Mecto mucuumiausbl B cTpykrype Ol

N

. O0beM TUCIMIUIMHBI U BUBI YI€OHOU pabOTHI

9]

. Coneprxanue AUCHUTIINHBI
5.1. Paznensl, TeMBI TUCHUMILIMHEI ¥ BHALI 3aHITHI
5.2. ConepxaHue pa3aesioB, TeEM AUCITUIUTHHBI U (POPMBI TEKYIIIETO KOHTPOJIS

6. O1eHOYHbIE MaTepUAIIbl TEKYIIIETO KOHTPOJIS

7. O1eHOYHbIE MaTepUAIIbl TPOMEKYTOUHOM aTTECTAI[UU

o0

. Ilopsimok npoBeneHus: MPOMEKYTOUHOM aTTeCTallun

9. MarepualbHO-TEXHHUYECKOE U yUeOHO-METOANYECKOe 00ecieYeHIE TUCIUTUIUHBI

9.1. IlepeueHb OCHOBHO¥ ¥ JIOMIOJHUTEIHLHON YUeOHOM JTUTEPATyPhI

9.2. IlpoeccuonanpHbie Oa3bl JAHHBIX U pecypchl «THTEpHET», K KOTOPHIM 00€CIIEYNBACTCS
JOCTYTI 00yJarOIINXCS

9.3. IlporpammHoe obecriedeHre 1 HHGOPMAITMOHHO-CIIPABOYHBIC CUCTEMBbI, UCIIOJIb3YEMBIE TIPH
OCYIIECTBIIEHUU 00Pa30BaTEIBHOIO MpoIiecca 1Mo AUCHUTIINHE

9.4. O60opynoBaHKE U TEXHUYECKHUE CPEACTBA OOYUCHUS

10. MeToauveckue yka3aHus IO OCBOCHHIO JUCITUTUTMHBI (MOJTYJIS)
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1. Heab 1 3a1a4um 0CBOEHMSI TUCUMUIIIMHBI (MOLYJIs1)

Llenp OCBOEHHUS MUCHMIUIMHBI - MpUOOpeTeHue OOydyalolMMUCS 3HaHUW B 0OJIACTH
MH(POPMALMOHHONW 0€30MacHOCTH, CO3JJaHUE TEPMHUHOJIOTUYECKUI (yHIaMEHT U O3HAKOMIICHHE C
O0IIMMHU METOJaMH U MOIXoJaMu o0ecrieyeHuss MHPOPMALMOHHOM O€30MaCHOCTH.

3aauu N3y4eHHs TUCIUIUIAHBL:

- pacCMOTpPEHHE OCHOBHBIX METOMIMK U MOAXOI0B oOecreueHus] nH(HOpMaMOHHON 0€30MacHOCTH B
pamMKax COBPEMEHHBIX aBTOMAaTH3UPOBAHHBIX CHUCTEM;

- 3dKPBITUC TMMPUHIMUIIOB IMOCTPOCHUA 3alIUIICHHBIX I/IH(I)OpMaLII/IOHHBIX CUCTCM U MNOAACPIKAHUA
IIOACUCTCMBI 3alllUThI I/IH(I)OpMaL[I/II/I B aAKTYaJIbHOM COCTOSIHHU,

- pacCMOTpEeHHE OCOOCHHOCTEN pean3alui O0IMIUX METOIUK 3aIUThl HH(POPMALIUU HA PA3IMYHBIX
aTgopmax.

2. [Inanupyempble pe3yJbTaThl 00y4YeHHs 10 TUCUUIIMHE (MO1YJ/II0), COOTHECEHHbIE C
IVIAHMPYEeMBbIMHU pPe3y/1bTaTaMHU 0CBOEHHsI 00pa30BaTe/IbHON NPOrpaMMblI

Komnemenyuu, unouxamopul u pe3yniomamul 00y4eHus

OIIK-3 CmocobeH pemiath CTaHAAPTHBIC 3a1aud NPO()ECCHOHAIBHOW AESITEIIBHOCTH Ha OCHOBE
nH(pOpMAITMOHHOM " oubmorpaduyeckoi KYJIBTYPbI c MpUMEHEHHUEM
MH(OPMAIMOHHO-KOMMYHUKAIIMOHHBIX ~ TEXHOJOTMMH W C Yy4Y4eTOM OCHOBHBIX TpeOoBaHUU
nH(pOpMaAITMOHHOM 0€30MTaCHOCTH

OIIK-3.4 Peanusyer 0a3oBble Mephl M MPUHIUINBI oOecreueHus WH(POPMAIMOHHOM
0e30macHOCTH TpU paboTe C JaHHBIMH, WH()OPMAIMOHHBIMH CHCTEMaMH M CETEBBIMH
pecypcamu

3namo:

OI1IK-3.4/311 OcHOBHBIC TPUHIMITEI HH(POPMALIMOHHOMN 6e30MacHOCTH

Ymemu:

OIIK-3.4/Ym!1 [IpumMeHSTh MEpHI 3aIUTHI JAHHBIX

OIIK-3.4/YM2 HacTtpauBath 6a30Byt0 0€3011aCHOCTb CUCTEM

Braoems:

OIIK-3.4/HBl HaBblkamu peanuzanui Mep 3aluThl WH(POpPMAIMM B TOBCEAHEBHOM
pabote

3. Mecro aucuumimHbl B cTpykrype OII

Huctmmmza (Monyib) B1.0.05.03 «OcHoBel uH(pOpMAIMOHHON 0€30MacHOCTH» OTHOCUTCS K
o0s13aTeNbHOI yacT 00pa30BaTeIbHOM MporpaMMBbl U U3ydaeTcs B cemectpe(ax): 1.

B npoumecce wu3yyeHMs JOUCHMIUIMHBL CTYAEHT TOTOBUTCA K PpEUIEHMIO THUIIOB 3ajad
npodecCHOHAIBHOW  AedaTenbHOCTH, mnpenycMmorpeHHbix @OI'OC BO wu  obpazoBarenbHON
IIPOrpaMMON.

4. O6beM aMCUMIIMHBI (MOYJIs1) M BUABI Y4eOHOH padoThI

bl)

/TOEMKOCTH

T)
;1€ 3aHATUS

ChI)
[ast aTTeCTaIMs

ChI)

IbHast paboTa

(1€ 3aHATUA
CBI)

/TOEMKOCTh
CBI)

[Tepuon

~
v
-
~

—~
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5. Conepxanue 1M CUUILTAHBI (MOYJIS)
5.1. Pa3gennl, TeMbl AMCUUILIMHBI M BUABI 3aHATHH
(4acel MPOMEXYTOYHOM aTTECTALIMU HE YKA3bIBAIOTCSI)

HaumenoBanue paznena, TeMbl

00y4eHHsI, COOTHECEHHBIE C
pe3yJbTaTaMyi OCBOCHUS

[Inanupyemblie pe3ynabTarhbl
& | IporpamMmsbl

JIEeKITMOHHBIE 3aHSATUS
[IpakTnyeckue 3aHATHS
CamocrosTenpHas paboTa

Bcero

[

2 4 8 OIIK-

(98]

Paznen 1. Undopmanuonnas
0€30IaCHOCTD B CHCTEME
HAIIMOHAJILHOM 0€30MacHOCTH
Poccuiickoit ®enepannu
Tema 1.1. HanmonansHas 3 1 2
0e3omacHocTh Poccuiickoi
Oenepauuu

Tema 1.2. OCHOBEI 3 1 2
TOCYJIaPCTBEHHOM MOJTUTHKU U
yIrpo3bl 0€30MaCHOCTH
Poccuiickoit @enepanuu B
nH(popMaImoHHOU cdepe
Tema 1.3. OCHOBHBIE IIOHSATHSA U 3 1 2
00IIEMETONOIOTTUECKIE
MIPUHITUTIBI TEOPUHT
nH(pOpMAITMOHHOM 0€30MTaCHOCTH

Tema 1.4. IlougaTHe 1 BUIBI 3 1 2
3amuaeMon nHpopMaru
Pasnen 2. UngopmannonHas 15 6 6 3| OIIK-3.4
BOIiHA, METObI M CPEJACTBA ee
BeJleHUs

Tema 2.1. [lonsiTE U BUIBI yIPO3 5 2 2 1
MH(POPMALMOHHOM 0€30MaCHOCTH
Tewma 2.2. Undopmannonnas 4 2 2
6€301acHOCTb U
MH(POPMALIMOHHOE
IPOTUBOOOPCTBO
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Tema 2.3. ObecneucHue 6 2 2 2
nH(GOPMAITMOHHOHN 0€30MTaCHOCTH
00BbEKTOB NH(POPMALIMOHHOM
cdepbl rocynapcTsa B YCIOBHUSIX
MH(POPMALMOHHOW BOMHEI

Pa3gen 3. O6ecneuenus 54 6| 20| 28| OIIK-3.4
HH(pOopMaALHOHHOMI

0e30MacHOCTH KOMIILIOTEPHBIX

cucTeM

Tema 3.1. MeToas! u cpencTaa 8 2 2 4

obecriedeHns: THPOPMAITHOHHON
0€301aCHOCTH KOMITBIOTEPHBIX
CHCTEM

Tema 3.2. MexaHu3MBbI 3aIUATEI 9 2 3 4
uHpOpPMaLIUH B
aBTOMATHU3HPOBAHHBIX CHCTEMAX

Tema 3.3. @opmanbHbIE MOAEIIH 7 3 4
0e30IacHOCTH

ABTOMAaTHU3MPOBAHHBIX CHCTEM

Tema 3.4. OcobenHocTH 8 1 3 4

JUCKPEUMOHHOM U MaHIaTHOU
MozeIu 0€30I1aCHOCTH

Tema 3.5. MeTtonbl U KpUTEPUU 8 1 3 4
OIICHKH 3aIIUIICHHOCTH
KOMITBIOTEPHBIX CUCTEM

Tema 3.6. PyxoBopsiue 7 3 4
nokymeHTsl @CTIOK Poccun

(I'ocrexxoMuccun)

Tema 3.7. 3ammra uHGOpMaIIHH, 7 3 4

oOpabarpIBaeMOl B
ABTOMAaTH3MPOBAHHBIX CHCTEMaX
OT TEXHHYECKUX Pa3BEIOK

Hroro 81| 16| 34| 31

5.2. Conep:kanue pa3aeyoB, TeM JUCHHUILUIAH U (DOPMBI TEKYIIEr0 KOHTPOJIS

Pazoen 1. Hugpopmauuonnas 60e3onacnocms 6 cucmeme HAYUOHATIbHOU 0e30nacHocmu
Poccuiickoit @edepayuu

Tema 1.1. Hayuonanvnas 6ezonacnocms Poccutickou ®edepayuu

[TonaTne HanMoHaNBbHOW O€30MACHOCTH M ee 3HaYeHHe Ul rocyaapcTBa. Ponb mHpopManmoHHOM
0€30MacHOCTH  KaK  COCTaBJISIONIEH  HalMOHAaIbHOM  Oe3omacHOCTH. (OCHOBHBIE  YIpO3BI
HaIMOHAJIbHOW Oe3omacHOCTH B HMH(pOpManMoHHON cdepe. Buapl Ge3omacHOCTH B Pa3IMYHBIX
cdepax KU3HEeIEATSTbHOCTH JIMYHOCTH, O0IIECTBA M TOCYIapCTBa.

Tema 1.2. OcHosbl 2ocyOapcmeeHHOl noTumuKy u yeposvl bezonachocmu Poccutickou @edepayuu 6
uHgopmayuonrotl cghepe
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TocynapcTBeHHast MOMUTHKA B 001acTH MH(GOpMAMOHHOM Oe3omacHOoCTH. OCHOBHBIE HAIPaBICHHUS
u 3amaun  olecrmeyeHHs HMH(POPMAIMOHHOM 0€30MacHOCTH Ha TOCYIAapCTBEHHOM YpOBHE.
CoBpemeHHbIe yrpo3bl 0Oe3omacHOCTH B HH(popManMoHHON cdepe: Kubeparaku, yTEUKH
uHpopmanuy, HHPOpMAIMOHHBIE BOWHBL.  [IpoOmembl  permoHanbHON — MHPOPMAITMOHHON
0€30MacHOCTH.

Tema 1.3. OcHoenble noHsmusi u 06WeMENMOO0I02ULECKUEe NPUHYUNBLL MeOpUU UHDOPMAYUOHHOLL
bezonacnocmu

[Tonatue wHPOPMALMOHHOW O€30MaCHOCTH, OOBEKTHI W CyObEKTHl 3amUThL. [IpHUHIKIIBI
KOH(UACHIMAIBHOCTH, LIEJIOCTHOCTH U JOCTYHHOCTH WH(popMauuu. MeToqoI0rnyecKue OCHOBBI
aHamu3a yrpo3 U TIOCTPOCHHUS cHCTEM 3amuThl. OCHOBHBIE TOHATHA HH(POPMAITMOHHON
0€30MacHOCTH.

Tema 1.4. Ilonamue u 6uovl 3awuwaemor uHpopmayuu

Knaccudukanus wHbOpManmu 1O CTENEHH CEKPETHOCTHU: OTKpBITas, KOH(MUICHIIUAbHAS,
rocylapcTBeHHas TaiHa. Bumbl wHbOpmanmu, TpeOyromeil 3amuThl: MEepPCOHAIBHBIC aHHBIE,
KOMMEpYecKasl TailHa, TOCYIapCTBEHHas TaiiHa. Buael 3ammmaemMoid wHOOpMaUMu ¥ 3amuTa
HWHTEJUICKTYaJbHOH COOCTBEHHOCTH.

Pazoen 2. Hugpopmayuonnas eoitha, memoovt u cpeocmea ee 6e0eHus

Tema 2.1. I[lonamue u uovl yepo3 uHghopmayuoHuot 6e3onacHocmu

Onpenenenve MHOOPMALMOHHBIX YIpo3. Buibl yrpo3: HECaHKIMOHMPOBAHHBINA AOCTYM, YTEuKa,
UCKaXXeHHE, YHUUYTOKeHNEe HHPopManuu. VICTOUHHNKH yrpo3: BHEIIHUE U BHYTPEHHUE HApYLIUTENH,
TEXHUYECKHE W TMPOTPAMMHBIC CPEICTBa. YTpo3bl MH(OpMAIMOHHOW Oe3omacHocTn Poccuiickoi
®denepanuu B pa3inuHbIX chepax.

Tema 2.2. Ungopmayuonnas 6e3onacHocms u UH@GOpMayuoHHoe Npomusooopcmeo

[Tonatne WHPOPMAIIMOHHOTO MPOTHBOOOPCTBA KaKk 4YacTh HHGPOPMALMOHHON O€30MacHOCTH.
Mertonsl u cpeactBa HMH(OPMAIIMOHHOTO BO3ACUCTBHS W 3amuThl. Poinb HHGOPMALMOHHBIX
TEXHOJIOTH B COBPEMEHHBIX KOH(IUKTaX. MeTtoabl HMH(OPMAIMOHHOTO MPOTHBOOOPCTBA H
pUMEHEHHE UHPOPMAITMOHHOTO OPYKHUSI.

Tema 2.3. Obecneuenue unghopmayuonuol 6ezonacHocmu 00beKmos UHGOPMAYUOHHOU chepbl
20cyoapcmaea 8 yCao8usx UHGOPMAYUOHHOU BOLHbI

Oco0eHHOCTH 3aIIUTHl MHPOPMALIMH B YCIOBHIX HH(POPMAIIMOHHON BOWHBI. Mepbl 110 00ecTieueHuto
YCTOMYMBOCTH TOCYAAPCTBEHHBIX WH(MOPMALMOHHBIX cucTeM. OpraHu3allMOHHBIE M TEXHHYECKHE
MOAXO/AbI K MPOTHUBOACHCTBHIO MH(POpPMAIMOHHBIM atakaMm. KommbroTepHas cucreMa Kak OOBEKT
MH(POPMALMOHHOM BOMHBI.

Pa3zoen 3. Obecneuenusn unpopmayuoHHoU 0€30NACHOCMU KOMRbIOMEPHBIX CUCHEM

Tema 3.1. Memoowl u cpeocmea obecneuenus UHGOPMAYUOHHOU OE30NACHOCU KOMNbIOMEPHBIX
cucmem
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TexHonoruu 3amuThl HHPOPMAIHH: KpUNTOrpadus, KOHTPOIL JOCTYIA, aHTUBUPYCHBIC CPEICTBA.
Metonb! ayTeHTU(DUKAIMM U UASHTU(PUKAIUN ToIb30Bareiei. [IporpaMMHoO-anmaparHeie CpeacTBa
obecrniedeHns ”HHOPMAITMOHHOM 06€30MaCHOCTH.

Texyuuii KOHTPOJIb

Bun (hopma) koHTpOIIS

TecTtupoBanue

Tema 3.2. Mexanuzmul 3auumsi uHgopmayu 6 aBMoMamu3UPOSAHHLIX CUCTNEMAX

OcCHOBHBIE MEXaHH3MBI: Pa3rpaHUUCHUE JIOCTYyTMa, MHU(PpPOBaHUE, FICKTPOHHAS ITUGPOBAs MOAIUCH.
CpencrtBa KOHTPOJIS IEIOCTHOCTH W KOH(PUACHIIMATHHOCTH MaHHBIX. [IpUHIUIIBI MOCTpOEHUS
3aIUIIEHHBIX aBTOMATH3UPOBAHHBIX CHCTEM. MeXaHWU3MbI 3aIIUTHl WH()OPMAIIUU KOMIBIOTEPHBIX
CHUCTEM.

Texyuuii KOHTPOJIb

Bun (hopma) koHTpOIIS

TecTtupoBanue

Tema 3.3. @0pMaJZbel€ Mmooenu b6ezonacHocmu asnomamu3upoBaHHblX cCucnem

Mogenu 0e30MacHOCTH: JUCKPEIIMOHHAS, MaHJaTHas, poJeBbie Mojeian. Popmanm3anus MpaBuil
JOCTyIa ¥ yIPaBJICHH TIpaBaMH IMojib3oBareneid. [I[pumeHeHe Mojeeid sl OLIEHKH U TTOCTPOCHUS
cucTeM 0€30IIaCHOCTH.

Texymui KOHTPOJIb

Bun (hopma) konTpoms

TectupoBanue

Tema 3.4. Ocobennocmu OUCKPEYUOHHOU U MAHOAMHOU MOOenU 6e30nacHoCmu

JIMCKpEeMOHHasT MOJIeNb: YIpaBICHUE JOCTYIIOM Ha OCHOBE IIpaB BIajeiblla HH(POpPMALUU.
ManjatHass MoJenb: YIpaBI€HUE JOCTYIIOM Ha OCHOBE YPOBHEH CEKPETHOCTH U IIOJIUTUK
6e3onacHocTH. CpaBHUTENIBHBIN aHAJIN3 U 00JaCTH IPUMEHEHUST MOJIETICH.

Texyuuii KOHTPOJIb

Bun (hopma) koHTpOIIS

TecTtupoBanue

Tema 3.5. Memoovwl u kpumepuu oyenKu 3auuyeHHOCMU KOMNbIOMEPHLIX CUCTIEM

Kpurepun onenku 0Oe30macHOCTH: KOHQPHUIACHIIMATBLHOCTD, ILEIOCTHOCTh, MOCTYMHOCTh. METOBI
TECTHPOBAaHUS U ayauTa cucteM Oe3omacHOCTH. CraHmapThl W KiacCHUKANKS YPOBHEH
3aIUIIEHHOCTH.

Texymuii KOHTPOJIb

Bun (hopma) konTpoOss

TectupoBanue

Tema 3.6. Pyxosooswue ookymenmor @CTIK Poccuu (I ocmexkomuccuu)

OcHoBHble HOpMaTuBHble akThl M craHaaptel PCTOK mno wuHOpManuoHHONH O€30MacHOCTH.
TpeOoBanus k 3amure WH(GOPMALMU B TOCYIAPCTBEHHBIX M KOMMEpUYecKuXx cuctemax. [Iporenyps
CepTU(QUKALMM M aTTeCTallud CPEACTB 3amMThl MHPopMaruu. CTaHIapThl MO YHPABICHUIO
uHpopmanmonHoii 6e3onacHoctrio ISO/IEC 27000.

Ne 000001853 Crpanuria 8 uz 17



Tema 3.7. 3awuma ungopmayuu, obpabamviéaemol 8 aA8MOMAMUSUPOBAHHLIX CUCMEMAX OMm
MEeXHU4eCcKUX pazeeiox

MeTonb! 3alUThl OT TEXHUYECKON pa3BEIKU: SKpPaHUPOBAaHUE, TOMEX03alIUTa, KOHTPOJIb J0CTYIIA.
OpraHu3anMOHHbIE M TEXHUYECKHE MEphl MpenoTBpamieHust yreuek uHdopmarun. OcobeHHOCTH
3alUTHl B YCJIOBHUSAX COBPEMEHHBIX TEXHMUYECKHMX YIpo3. 3alluTa aBTOMAaTU3HMPOBAaHHBIX CHUCTEM U
CPEICTB BBIYUCIUTEIBHON TEXHUKH OT BHELTHETO IEKTPOMATHUTHOTO BO3AECUCTBHUS.

Texymuii KOHTPOJIb

Bun (hopma) konTpoms

TectupoBanue

6. IllopsiioK NpoBeIeHUsT MPOMEKYTOYHOM aTTeCTAlIUMN

[Topsimox  mpoBeAeHHUS TMPOMEKYTOUHOM  aTTeCTalMM  pPEerIaMeHTUPYETCS  JIOKaJIbHBIMU
HOPMaTUBHBIMU aKTaMU YHHBEPCUTETA!
- ITlonoxenuemM o Qopmax, MEPUOTUYHOCTH, MOPSAKE TEKYIIEro KOHTPOJS YCIEBAEMOCTH U
MPOMEXKYTOYHON arrecTanud OOy4aroUIMXcsi MO OCHOBHBIM OOpPa30BaTENbHBIM MpOrpammam
BBICIIETO O0pa3oBaHHs — IporpamMmmam OakallaBpuara, mporpamMmam CIEHUalIuTeTa, MporpaMmam
MarucTparypbl B (eaeparbHOM TOCYIapCTBEHHOM OOIKETHOM 0Opa30BaTEIbHOM YUPEKIACHUU
BbICIIEro 00pa3oBaHusl «MOCKOBCKHI TOCYIapCTBEHHBIH YHHUBEPCHUTET T'€0/Ie3UH U KapTorpadumy,
1.6 «Opra"nuzaius v NpoBeICHUE MTPOMEKYTOUHOM aTTECTALIUI.
- IlonoxeHneM O MOpPsSAKE OCYHIECTBIEHUS OOpa30BaTeIbHOTO MPOIECCa, MPOBEACHUS TEKYILEro
KOHTPOJISL YCIIEBAEMOCTHM M IPOMEXYTOYHOW arrecranuu OOydyaromuxcsi C MpUMEHEHUEM
AIIEKTPOHHOTO OOy4YeHUs M JHUCTAHIUMOHHBIX OOpPa30BaTENbHBIX TEXHOJOTUH B (QeneparbHOM
TOCYJapCTBEHHOM  OIODKETHOM  OOpa30BaTEIbHOM  YUPEXKJACHHH  BBICIIETO  OOpa3oBaHUS
«MOCKOBCKHMI TOCYIapCTBEHHBIM YHUBEPCUTET Teofe3uu M KapTtorpadum», m.8 «lIpoBenenue
MPOMEXYTOUHOM aTTectanuu ¢ npuMmeHeHuem J0 u JJOT».

IIpomesxcymounas ammecmayus: Jk3amen, 1 cemecmp.

DK3aMeH OLEHUBAETCS 10 MATHOAJUIHHOM HIKaJIe:

- 3a4T€HO C OIICHKOM «OTJIIMYHO» BBICTABISACTCS, €CIU OOydYaroluiics HuMeeT IyOoKue,
MCYEPIBIBAIONINE 3HAHUS B 00bEME OCBOCHHOW NpPOTrpaMMbl, 3HAHHE OCHOBHOW (00s3aTENbHON)
JUTEPATypbl; JacT MpPaBUIIbHBIE U YBEPEHHBIE OTBETHI, CBUJIECTEIBCTBYIOIINE O HAJIWYMHM TBEPABIX
3HAaHUH W HaBBIKOB B HCIOJIb30BAaHUM TEXHUYECKUX CPEACTB; IIOJIHOE, YETKOE, I'PAaMOTHOE U
JOTHYECKH CTPOMHOE M3JIOKEHHWE Marepuaina; JIEeMOHCTPUPYET CBOOOJHOE TNPUMEHEHHUE
TEOPETUYECKUX 3HAHUM IIPU aHAIIN3€ IPAKTUUECKUX BOIPOCOB;

- 3a4TEHO C OLIEHKOW «XOpOILIO» BBICTABISIETCS OOydarolmeMycsi B CiIydae COONIONEHHS TeX XKe
TpeOOBaHUH, HO HAJIMYUU B OTBETE OOYYAIOIIEroCs MO HEKOTOPHIM MEPEYHCIICHHBIM MOKa3aTesIM
HEJOCTAaTKOB IPHUHLUIIMAIBHOIO XapaKTepa, 4YTO BbI3BIBAET 3aMEYaHMsl WIM IONpPaBKU
IIPETO/1aBaTes;

- 3aUTEHO C OLIEHKON «YIOBJIETBOPHUTEIHHO» BBICTABIAETCS 00ydalomeMycs B ciiyyae COONIONEHUS
TeX ke TpeOOoBaHMU, HO B Cilydyae HaJM4YUs B OTBETE OIIMOOK, HEOOXOAMMOCTH CYIIECTBEHHOU
IIOMOIIM B BH/JIE IIONIPaBOK ¥ HaBOJAAIIMX BOIIPOCOB IPENOJAaBATENs;

- HE 3a4TeHO («HE YJIOBJIETBOPUTEIILHO») — OOYyUYaIOLIMICS HE CMOT OTBETUTH Ha 2/3 BOIPOCOB; HE
CIPaBUJICS C MPAKTUYECKUM 3aJaHUEM WJIU BBINOJIIHEHO MeHee 50 % NMpakTHUeCKUX 3aJaHuil.

7. OnleHOYHbIE MATePUAJIbI TEKYLIEr0 KOHTPOJIA

Pa3zoen 3. Obecneuenusn unpopmayuoHHoU 0€30NACHOCIMU KOMRbIOMEPHBIX CUCHEM
Koumponupyemwvie U/IK: OIIK-3.4

Tema 3.1. Memoowl u cpeocmea obecneuenuss UHGOPMAYUOHHOU OE30NACHOCU KOMNbIOMEPHBIX
cucmem
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dopma KOHTPOJIS/OIIEHOYHOE CPEACTBO: TecTupoBaHUE
Bonpocel/3ananus:

1. OcHOBHBIE PUHIMITBI UH()OPMAIIMOHHOHN 0€301MacHOCTH:
1) KonduneHnanbHOCTD, 11EI0OCTHOCTD, I0CTYITHOCTh
2) KonduneHnunaibHOCTh, ayTEHTUYHOCTb, JOCTYTHOCTD
3) KonduneHnuanbHOCTD, 11EI0CTHOCTh, AKTYaTbHOCTh
4) IlenocTHOCTD, JOCTYITHOCTD, OTKa30yCTOMYMBOCTh

2. Yto sBIAETCS OCHOBHOM II€JIbIO0 aTaKU THUIA COI[MAJIbHON UHXKEHEPUU?

1) OO6xom TeXHHYECKHX CpPEICTB 3aIluThl (OpaHAMay’poB, AHTUBUPYCOB) IIyTEM B3JIoMa
ysizBumocteit 110.

2) MaHumyasIus JTIOIBMU C [ENbI0 TTOMyUYeHUs] KOH(PHUISHITHAThHON WH(OPMAITUU WIH COBEPILICHUS
ONPENEIICHHBIX IEUCTBUMN.

3) 3apaxxeHne KOMIIbIOTEpOB BpenoHOCHBIM 10O uepe3 ysa3BUMOCTH B ONIEPALIMOHHON CUCTEME.

4) Kpaxka ¢usnueckux Hocutese nHpopManuu (KECTKUX TUCKOB, (IeleK).

3. Kak Ha3bIBaeTCsi TEXHHMKA COLMAJIBHON HMHXKEHEPUH, MPU KOTOPOU 3JIOYMBIIIJICHHUK
3apaHee MPHUIyMbIBAET MPaBIONOAOOHBIA ClieHapuil (JIereHay) AJisi YCTAHOBJIEHHUS JOBEepUs H
nosyueHus: tHpopmaruu?

1) @ummnr (Phishing)
2) KBu mpo kBu (Quid pro quo)
3) IIperekctunr (Pretexting)
4) baiitunr (Baiting)
4. Yro o3navaet npuHUHUI "L{enocTHOCTE" B KOHTEKCTE MHPOPMAITMOHHON 6e301acHOCTH?
1) OGecnieuenue Toro, YT0 HHMHOPMAITUS JOCTYITHA TOJIBKO TEM, KTO UMEET Ha ATO MPaBo.
2) OO6ecrneueHnre TOro, 4YTto HH(POpPMAIUsA SBISETCA TOYHOW, TOJHOM U 3aIlMIICHHOW OT
HECAaHKIIMOHUPOBAHHOTO WJIH CIy4YaltHOTO U3MEHEHUSI.
3) OGecmnieueHue TOro, 4to MHGOpPMAIMS U CUCTEMBI JOCTYIHBI aBTOPU30BAHHBIM IOJIH30BATEISIM,
KOTIIa 3TO HEOOXOAMMO.
4) 3ammra uHbOpMAIMM OT HMCKa)KEHUS WM IOTEpU MpH Iepeqade MO KaHajaM CBS3M M3-3a
TEXHUYECKHUX TTOMEX.

5. Kakasi araka HampaBieHa Ha HapylUIeHHE NPUHIMMA JOCTYMHOCTH IyTeM IMeperpysKku
1IEJIEBOTO pecypca (cepBepa, CeTH) OTPOMHBIM KOJIMYECTBOM 3aIllPOCOB, JeJasi €ro HeAOCTYIHbBIM IS
JIETUTUMHBIX IT0JIb30BaTeIen?

1) @ummnr (Phishing)

2) Buenpenne SQL-xoma (SQL Injection)

3) Otka3z B obcmyxuBanuu (DoS / DDoS araka)

4) Yenosek nocepeanne (Man-in-the-Middle, MitM)

Tema 3.2. Mexanuzmul 3auumsi uHgopmayuu 6 A8BMoMamu3UPOSAHHLIX CUCTNEMAX
dopma KOHTPOJIs1/0LIEHOYHOE CPEeICTBO: TecTupoBaHue
Bomnpocwi/3ananus:

1. Yto w3 mepeuyucieHHOro Haubojee TOUYHO ompenenser MnoHstue "Yrpoza" B
MH(POPMALIMOHHOM Oe30macHOCTH?

1) Konkpetnasi ciiabocTh WJIM HEJOCTATOK B CHCTEME, MPOLEAYPE WM KOHTPOJIC, KOTOPHI MOXKET
OBITh HCIIOJIH30BAH.

2) IloreHuuanbHas NPUYMHA HACTYIUICHUS HEKENIATEIBbHOTO COOBITHS, KOTOPOE MOXKET HaHECTH
yiiepo cucTeMe WM OpraHr3aIii.

3) Texnuueckas araka, Takas Kak BUPYC MM (DUIITHHT.

4) ®@aKkTUYEeCKH MPOU3OILE/IIee HapylIeHHe Oe30I1acCHOCTH, MOBIEKIIee yepo.

2. Kakoii BapmaHT Kiaccupukanuu yrpo3 HHGOPMAIMOHHONW OE€30MaCHOCTH SIBISICTCS
HaubOonee QyHIAMEHTAIbHBIM W IIUPOKO HCIONb3YEeMbIM, YYUTBHIBAET HCTOYHUK U TMPUPOAY
MPOUCXOXKIACHUS YTPO3bI?

1) Ilo oOBekTy araku: Yrpo3bl JaHHBIM, YIPO3bl MPOrPaMMHOMY OOECIEYEHHIO, YIPO3BI
000pYI0BaHUIO, YTPO3bI KaHAJIaM CBSI3H.
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2) [Ilo wucnoib3yeMbIM CpeIACTBAM  aTaku: MporpaMMHble, amnmapaTHble, (U3NYECKUE,
COLIMAJIbHO-TICUXOJIOTUYECKHUE.

3) I1o MCTOYHHMKY MPOUCXOKICHUS: BHYTPEHHHUE U BHEIIHUE; a TAKXKe IO MPUPOJIE: €CTECTBEHHbIE U
HCKYCCTBEHHBIE.

4) Tlo Tuny nHapymaemoro npuHiuna Wb: yrpo3sl koHGUACHIIMATFHOCTH, YTPO3bl IIEIOCTHOCTH,
YIPO3bl JOCTYITHOCTH.

3. Kakoli merton aHamu3a yrpo3 HCIOJb3YeT APEBOBHIHYIO CTPYKTYpy, rae "kopHeM"
SBIISIETCS KOHEYHAsl IIeNb 3JIOyMBINUICHHUKA (HApUMep, Kpaka JaHHBIX, OTKa3 CepBHCa), a
"BerBAMHU" W "NMUCThAMHU" TNPEACTABIAIOTCA BCE BO3MOXKHBIE IyTH (CLIEHApUM, IIArW arakH,
HEOOXOIUMBIC YCIIOBHUS) Uil JOCTIXKEHHMS JTOM LENH, TIO3BOJSAS CHUCTEMAaTHUECKH OLEHHUTH
YSI3BUMOCTH M KOHTPMEPHI?

1) Ananu3 nepesa arak (Attack Tree Analysis)
2) Ouenka kputnanocTH ysa3Bumocteit (CVSS - Common Vulnerability Scoring System)
3) KauectBennsiii ananu3 puckoB (Qualitative Risk Assessment)
4) Llenouka ku6epyrpo3 (Cyber Kill Chain)
4. YTo U3 MEepEUUCIICHHOTO SBISETCS KIIOUEBOM LENbIO XEITMPOBAHUS?

1) OGecneuenne KOHPUACHITUATHFHOCTH JTAHHBIX MYyTEM UX UG POBAHHUS.

2) T'apanTupoBaHHE IEJIOCTHOCTH JaHHBIX MYTEM CO3JaHHS yHUKaJIbHOTro "oTmeuarka' (Xermia),
YYBCTBUTEIHHOTO K JTIOOBIM U3MEHEHUSIM.

3) ObecnieueHne TOCTYIMHOCTH JAHHBIX ITyTEM HX CKATHUS.

4) AyteHTrduKaIKs MOIH30BaTENCH C ITOMOIIBIO TTapOJIs.

5. Kakoe wu3 mnepeuncieHHbXx BpeaoHocHbix mporpamm [IPEMMYIIECTBEHHO
MpeIHa3HauYeHo JUIsl TaiiHOro cOopa MHQpOpMalMKU O JEHCTBHUSX MOJb30BaTeNs (HaXKaTHsl KIIABHII,
MOCEIICHHbIE CAUTHI) U €€ MepeAadyy 3JI0yMbILIUICHHUKY ?

1) Bupyc (Virus)

2) Yepssik (Worm)

3) Keiinorrep (Keylogger)
4) Pexnamuoe I10 (Adware)

Tema 3.3. @opmanvhbie Mooenu 6€30nACHOCMU AGMOMAMUSUPOBAHHBIX CUCTIEM
dopma KOHTPOJIs/0LIEHOYHOE CPEeICTBO: TecTupoBaHue
Bomnpocsi/3ananus:

1. Hpuauun "Haummensmux npusmiernil” (Principle of Least Privilege) B ympasnenun
JOCTYIIOM O3HAYaeT, YTo:
1) Bce monp3oBarenu JOMKHBI UMETh OIMHAKOBBIA YPOBEHb JOCTYINa K pecypcam JUlsl YIpPOIIEHUs
yIpaBJICHUSL.
2) [TIlomp3oBarenu JOMKHBI TOMYy4aTh JOCTYN TOJNBKO IIOCJIE TPOXOXKIEHUS  CIOXKHOU
MHOTO(AKTOPHOH ayTeHTU()UKAITUH.
3) Ilonp3oBaTensiM M TpoleccaM JOJDKHBI MPEIOCTABIATBCS TOJNBKO Te IpaBa JOCTYIa
(mpuBHIIETHH), KOTOpBIE a0CONMIOTHO HEOOXOAWMBI JJISi BBIOJHEHUS HMX 3apaHee ONpeIeTeHHBIX
3aau.
4) AnMUHUCTPATOPHI JOJDKHBI UMETh MOJIHBIM JOCTYII KO BCEM CUCTEeMaM 0e3 OrpaHUYCHUH.

2. UYrto w3 mnepeuncieHHOro orHocurcs K Mepam ®HU3MYECKOM  6esomacHocTH
MH(POPMALMOHHBIX AKTUBOB?
1) YcraHoBKa 1 HacCTpoiika MEKCETEBOTO YKpaHa (OpaHaMayspa).
2) PerynsipHoe oOHOBNeHHE aHTHBUpYCHOTO [10 Ha pabouymnx cTaHIuUsX.
3) OO6opymoBaHHe CEpBEPHBIX TIOMEMICHWH CHUCTEMOW KOHTPOJS JIOCTYNa M  CHCTEMOM
BUJIEOHAOIIONCHUS.
4) Ucnonp3oBanue nporokona HTTPS nns mudposanus tpaduka Bed-caiira.

3. YTo sABISETCS OCHOBHOM LIENBIO PETYJIIPHOTO CO3/1aHUSl PE3EPBHBIX KOMMHU KPUTHUECKHU
BA)KHBIX JIaHHBIX B KOHTEKCTE WH(POPMALIMOHHOM Oe30macHoCTH?
1) O6ecnieuenne KOHGUACHIIMATEHOCTH JTAHHBIX.
2) IlpenotBparenue arak Tuna "Yenosek nocepenune” (MitM).
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3) [MoxnepxaHne TOCTYIMHOCTH TAaHHBIX U BO3MOXKHOCTH MX BOCCTAHOBJICHHS TIOCIIE HHITU/ICHTOB.
4) lapaHTHpPOBaHHUE METOCTHOCTH JIaHHBIX B PEATbHOM BPEMEHH.

4. Kakoli THN aTaku TpEAIoyiaracT BHEIPEHHUE 3JIOYMBIIIICHHUKOM BPEJOHOCHOTO KOIa B
JOBEPEHHBIN BEO-CANT, C LENBI0 BHIMOIHEHHS 3TOTO Kofa B Opay3epe, HUYero He MOJI03PEBAaIOIIeTo
MOJIB30BATENIA MPU MOCEUIEHUH ITOTO caiTa?

1) SQL-unbeknus (SQL Injection)

2) MexcaiitoBblii ckpuntunr (Cross-Site Scripting)
3) Ilonmena DNS (DNS Spoofing)

4) ®ummmnr (Phishing)

5. Kakoe moHSATHE ONUCHIBAET MPOLIECC BBISABICHUSA, OLUEHKU U IPUHATHS PELIEHUH II0
00paboTKe PHUCKOB Ui MUHUMH3AIMA WX [OTEHIMAJIBHOTO HETaTMBHOTO BO3JCHCTBUS Ha
MH(POPMALIMOHHBIE aKTUBBI OPraHU3aIu?

1) Ynpasnenue unnuaentamu (Incident Management)

2) Aynut nHpOopMannoHHOM 6e3omacHocTH (Security Audit)

3) [Iposenenue nentectoB (Penetration Testing)

4) Ynpasnenue puckamu nHpopmarmonHoi 6ezonacHoctu (Information Security Risk Management)

Tema 3.4. Ocobennocmu OUCKPEYUOHHOU U MAHOAMHOU MOOenU 6e30nacHOCmu
®dopMa KOHTPOJISI/OTICHOYHOE CPeACTBO: TecTrupoBaHue
Bonpocsi/3ananus:

I. Yro w3 mnepeuuciennoro sasisiercs KIIKOUEBBIM otauumemM acuMMETpUYHOTO
mupoBanus (Hanpumep, RSA) ot cummerpuynoro mudposanus (Hanpumep, AES)?
1) AcummerpuuHoe mH$POBaHKUE BCETAa OBICTPEE CHMMETPUYHOTO.
2) AcummeTpuuHOe IMH(PPOBAHUE HCIOIB3YETCS TOJIBKO Il IMM(POBaHHUS OONBIIUX OOBEMOB
JTAHHBIX.
3) AcummMmetpuuHOe MM POBAHUE UCTIONB3YET Mapy KiItouel (OTKPBITHIA M 3aKPBITHINA), B TO BpeMs
KaK CHMMETPUYHOE UCTOIb3YeT OANH OOIINN CEKPETHBIN KITIOU.
4) CumMmeTrpuuHoe mudpoBaHre He obecTnieunBaeT KOHPUIECHITNATLHOCTb.
2. JIns 4ero B MEPBYIO OUepelb UCIOIb3YeTCs LU(pPOBOIA cepTudUKar?
1) Jns mmdpoBanust KOH(OUICHIIMATBHBIX TaHHBIX MPHU TIepeaade 1Mo CETH.
2) Jlnst cxatus TaHHBIX Mepe mepeaade.
3) [ns npuBsS3KH OTKPBHITOrO KJIIO4a K WACHTU(DUKATOPY M MOATBEPHKACHUS MOIIMHHOCTU 3TOrO
COOTBETCTBUS JOBEPEHHOU TPEThEH CTOPOHOM.
4) Jlnst 3aMeHbI TapOJIBHON ayTeHTHU(UKAIIIH.

3. UYro wu3 mepeuncnenHoro smmsiercs I[IPEMMYIIECTBEHHOI wuenbio crcTeMbl
oOHapy>xenus Brop>keHuit (Intrusion Detection System)?

1) ABTOMaTHYEeCKMA MOHHMTOPHHI CETH WJIM CHCTEM Ha MpeAMET NPHU3HAKOB 3JIOHAMEPEHHOM
AKTUBHOCTH WJIM HApYIIEHUH MONIUTHUK 0€30IaCHOCTU U TeHEepalys OMOBELICHHI.

2) ABromaruyeckasi OJOKMpPOBKAa BBISBJICHHBIX aTaKk B peajJbHOM BpEeMEHH Oe3 BMEIlaTesIbCTBa
YeJioBeKa.

3) 3ameHa MexceTeBOTo 3KpaHa (Opanamay’pa) 11t GpribTpanuu Tpaduka.

4) llIndpoBanue Bcero cereBoro Tpaduka.

4. Kakoll THIO MOJIUTHUKHU 6G3OHaCHOCTI/I OIMUCBIBACT IIpaBUJIa AJOIYCTUMOI'O HCIIOJIB30BaAHUA
KOPIOPAaTUBHBIX MH(OPMAIIMOHHBIX PECYpPCOB (MHTEPHETA, IMOYTHI, KOMIIBIOTEPOB) COTPYIHUKAMH
opraHu3aluu?

1) [MTonutuka xknaccudukanuu ganHbix (Data Classification Policy)

2) IMonuTuka ynpasnenus noctynoM (Access Control Policy)

3) [Monmutuka gomyctumoro ucnoibs3oBanus (Acceptable Use Policy)

4) TlonuThka pe3epBHOTO KomupoBaHus U BocctaHoBneHus (Backup and Recovery Policy)

5. Uro w3 mnepeuncienHoro HAWMBOJIEE TouHo omnuchiBaeT KOHIENIUIO "3alluThl B
ryouny" (Defense in Depth)?

1) YcraHoBka caMoro JOpororo 1 COBpEMEHHOTO aHTUBUPYCa Ha BCE KOMITbIOTEPHI.
2) ®okycupoBKa BCEX YCHIINK OE30ITaCHOCTH Ha 3alUTe TIEPUMETPA CETH.
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3) Peanuzanus MHOXKECTBEHHBIX, Pa3HOPOAHBIX U MEPEKPHIBAIOLINXCS CJIOEB 3aLUTHI 7S CO3AaHUS
KOMITJIEKCHOW O€30MacHOCTH, TJ€ MPOPHIB OMHOTO CJOS HE BENET K TMOJTHONW KOMIPOMHTAIMH
CUCTEMBI.

4) TlomHOE OTKITIOYEHHUE BCEX CHUCTEM OT MHTEPHETA.

Tema 3.5. Memoowl u kpumepuu oyenKu 3auuieHHOCMU KOMNbIOMEPHBIX CUCTEM
®dopMa KOHTPOJISI/OTICHOYHOE CPeACTBO: TecTrupoBaHue
Bonpocsi/3ananus:

1. Kakas araka HampaBjeHa Ha 3aXBaT CeaHCa ayTeHTU(UIIMPOBAHHOTO MOJB30BATENS IIyTEM
noxuileHus Qaitna cookie ceccur WM TOKEHA, YTO MO3BOJISIET 3I0YMBIIUICHHUKY J1€HCTBOBATH OT
MMEHHU >KEepPTBBI 0€3 3HAHUS €€ JIOTUHA U MapoJis?

1) SQL-unbeknus (SQL Injection)

2) Kpocc-caiiroBas moanenka 3amnpoca (Cross-Site Request Forgery - CSRF)
3) 3axaar ceccuu (Session Hijacking)

4) ®ummnr (Phishing)

2. Kakoii xkpuntorpadpuueckuii npumutuB rapantupyer LEJIOCTHOCTD npanHbIX,
reHepUpys YHUKaJIbHYIO "IH(POBYIO0 MoAMHUCh" (HUKCUPOBAHHOM JUIMHBI U3 MPOU3BOJIILHOTO 00beMa
JaHHBIX, IPH 3TOM Tpoliecc HeoOpaTum?

1) Cummerpuunoe mudponanue (AES)
2) Xem-¢pynkmuus (SHA-256, MDS5)

3) Acummerpuunoe mudponanue (RSA)
4) Hudposas noanuce (L)

3. Kakoit meron ayTeHTHM(UKAIMU CUMTAeTCs HauOoiee HaJAeKHBIM I 3allUThl OT
KOMITPOMETAIIMM YUYETHBIX 3alUCEN U3-3a YKPaJCHHBIX mapojen?

1) Ucnionp3oBanue ciaoxHbIX naposei (12+ cuMBOJIOB)
2) Perynsipuast cMeHa naposeit (kaxasie 90 mHei)
3) MHuorodakropHas ayreHTuduxanus (MFA)
4) Ucnionp30BaHUE €IUHOTO MAPOJIS ISl BCEX CITYKEOHBIX CUCTEM

4. Yto siBnsieTcsl MIaBHOM 1enbio ATana "OneHka pucKoB" B MPONECCE YNPABICHUSI PUCKAMU
nH(popmaImoHHoM 6e30macHocT?

1) YcTpanenue Bcex 0OHAPYKEHHBIX ySI3BUMOCTEH

2) Wnentuduxamuss akTUBOB, YIpo3 U YA3BUMOCTEH, OIICHKA BEPOSTHOCTH W IIOCJIEACTBUI
peanusaiy yrpo3 Ajs onpeaeaeHus] ypoBHs pUCKa

3) [IpuobpereHne cTpaxoBKH OT KMOSPUHITUICHTOB

4) HaznaueHue OTBETCTBEHHBIX 32 0€30MaCHOCTh KaXk/10T0 aKTHBA

5. Kako#i cereBoi CEerMeHT CHenHalbHO MPEAHA3HAUYCH ISl pa3MEIICHHs OOIIEeI0CTYTHBIX
CepBHUCOB (BeO-CepBEP, MMOUTOBBIN CEPBEP), U30IUPYS UX OT BHYTPEHHEH CETH U BhICTyNas OypepHoi
30HOM?

1) JlokanbHas cets (LAN)

2) becnipoBognas cetb (WLAN)

3) Bupryanbnas yactnas cetb (VPN)
4) demunurapuzoBannas 3oHa (DMZ)

Tema 3.7. 3awuma ungopmayuu, obpabamviéaemol 8 aA8MOMAMUSUPOBAHHLIX CUCMEMAX OMm
MEeXHU4ecKUx pazeeiox

dopMa KOHTPOJISI/OTICHOYHOE CPeAICTBO: TecTrupoBaHue
Bonpocsi/3ananus:
1. Kakoii tun araka, Bxomsuid B OWASP Top 10, mo3BosiseT BHEAPATH U BBINOJIHUTH

MIPOM3BOJIBHBIN KO Ha CEpBepe WIH MOTYyUYUTh HECAHKIIMOHUPOBAHHBIN JOCTYII K TaHHBIM?
1) MexcaiToBbIi cKpunTHHT (XSS)
2) Bueapenue (Injection)
3) HeGe3omacHast necepuanu3anus
4) Tlognenka mexxcaiToBbIX 3ampocoB (CSRF)
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2. Kakoe mpaBmiI0O pe3epBHOTO KONMUPOBAHUS CUUTAETCS MHUHUMAJIBHO JOCTAaTOYHBIM JUIS
3alIUThl OT TOTEPU JAHHBIX B pe3ynbTare cOosi 000pynOBaHUS, TPOTPAMMHOM OMIMOKM WIIM aTaku
mmdposanbiuka (ransomware)?

1) ExxenHeBHOE KOTMPOBAaHWE HA BHEUTHUHN JUCK
2) KonmupoBanue Ha JIeHTY (tape) pa3 B HEJCIIO
3) [IpaBusio 3-2-1: 3 koMU JaHHBIX, 2 Pa3HBIX HOCUTEIS, | KOMHsI Ha y/IaJIEHHOM HOCHTEIIe
4) UcnonwszoBanue RAID-maccuBa
3. Kakoit Tun mmdpoBanus ucnons3yer OJMH wimrou, kak mans mudpoBaHus, TaKk U s
pactudpoBaHus HHGOPMALTIH?
1) Cummerpuunoe mudposanue (AES, DES, 3DES)
2) Acummetpuunoe mudposanue (RSA, ECC)
3) Xemmposanue (SHA-256)
4) Hudposas nonmuce (DSA)
4. Kakas wmepa ¢usnueckoit Oezomacnoctn HAMBOJIEE »s¢dexktuBHO mpemoTBpamiact
HECAHKIMOHUPOBAHHBIN TOCTYII B CEPBEPHOE MOMEILICHUE?
1) Tabnuuka "IlocTopoHHUM BXOH BOcTpenieH"
2) 3aMOK ¢ KJIFOYOM Ha JIBEpH
3) Cucrema xontpois npocryna (CKVY]) ¢ wucnonb30BaHMEM HWISHTU(DHKAIMOHHBIX KapT |
MOCTOSTHHBIM MOHUTOPHUHIOM.
4) YcraHoBKa KaMepbl HAOIOEHUS HAJl ABEPHIO
5. Uro sBistercst [IEPBOM kimoueBoit Bhasoii yrpaBieHus: HHUHACHTAME HHMOPMALHOHHOI
6e30macHOCTH?
1) Ycrpanenue (cnepKuBaHUE W JTUKBHUIAIMS YTPO3BI)
2) BoccranoBieHue (BO3Bpar CUCTEM B pabouee COCTOSTHHE)
3) [loaroroBka (pa3paboTka MjiaHa, Ha3HAYCHHUE POJICH, CO3/JTaHUE UHCTPYMEHTOB)
4) TTocTHHIIMICHTHBIN aHaTU3 (M3BJICYCHUE YPOKOB)

8. OueHo4YHBIC MaTepHAJIbI IPOMEKYTOYHOM aTTeCTALMHA

1 cemecmp, Jx3amen
Koumponupyemwvie U/IK: OIIK-3.4
Bomnpocwi/3ananus:
1. [TonsTre HanmoHANBHOM Oe3onacHocTH Poccuiickoit deneparuu.

2. HanmonaneHele nHTEpECH P 1 cTparernueckre HallnOHAIbHbIE IPUOPUTETHI.

3. Ponp unpopmannoHHON Oe3omacHOCTH B 00ECHEYEHMM HAIlMOHAJIBHOW 0€30MacHOCTH
rocyzapcTBa.

4. OCHOBHBIE COCTaBIISIIOIIME HAIMOHAJIBHBIX HHTEpecoB Poccuiickoit denepauuu B
nH(popMaImoHHOM cdepe.

5. IlonsTre nHpopManmoHHoi 6e3omacHocTu Poccuiickoii @eneparum.
6. MaTepechkl IMYHOCTH OOIIECTBA M TOCyJapcTBa B MHGOPMAIIMOHHOM cdepe.
7. Buzsl yrpo3 unpopmannoHHoi 6ezonacHoctu Poccuiickoii @eneparu.

8. BHemHue 1 BHyTpeHHHE UCTOYHUKH YIpo3 WH(GOpPMALMOHHON Oe3onmacHocTH Poccuiickoii
denepanun.
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9. Metons! obecrnieueHust HGOpMaMOHHON Oe3onacHocTH Poccuiickoit deneparum.

10.

I1.

12.

13.

14.

15

16.
17.
18.

19.
(hakTopoB.

20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.

32.

Ne 000001853

Hcrounuku noHsTHI B 001acTH HHPOPMAITMOHHOM 0€301MacHOCTH.

OcHoOBHBIE TOHATHS UHGHOPMAIIMOHHON O€30TTaCHOCTH.

OO61eMeToA0I0THYECKIE TIPUHITUITBI TEOPUH HHPOPMAITMOHHOM 0€30MMacCHOCTH.

[TonsiTHE W CYIIHOCTH 3aIuIaeMol HHHOPMAITIH.

[IpaBa u o6s13aHHOCTH OOMamaTenss HHGOPMAIIHH.

. Buzpl 3amumniaemoit nHGopMaum.

[Tepedensp cBeneHM KOH(DHUICHIIMAIBHOTO XapaKTepa.
[ToHsiTHE MHTENIEKTYadIbHOM COOCTBEHHOCTH U OCOOEHHOCTH €€ 3aIHTHI.

[TonsiTre yrpo3sl HHGOPMAITMOHHOM 0€30MaCHOCTH.

dakTop, BO3ICHCTBYIONINN Ha 3alIMIIaeMy0 HHGOpMaIui. TUITBI 1eCTaOUITU3HPYIOITHX

Knaccudukarms u Buas! yrpo3 HHGOpMAIIMOHHOM 0€301acHOCTH.
[TpoToKkonpoBaHKE U ayIUT KaK CEPBUCH O€30MaCHOCTH.
Kpunrorpaduueckue cepBucs 0€30MacHOCTH.

DKpaHMPOBaHUE KaK CEPBUC OE30MAaCHOCTH.

AHanu3 3alUIEHHOCTH KaK CepBUC 0€30MacHOCTH.

VYrpaBieHue Kak cepBUC 0e30MacHOCTH.

Haznauenue ¢popmansHbIx Moaeneit 6ezomacHoctu. [lonuTika 6e30macHOCTH.

JluckpernroHHast Mojels 6e3onacHocTH. Monenb XappucoHa-Py330-YinbpMana.

Manpgaruast Mmozens 6e3omacHoctu. Monens bemna-Jlallamgynsr.
DopMabHbIE MOJIEIIH LIEJIOCTHOCTH.

ITonsiTHE PONEBOTO YIIpaBIEHUS JOCTYIIOM.

Mopenu, cTpaTeruy U CUCTEMBI 00ecrieueHust HH(PpOpMaIMOHHOH 0€30MacCHOCTH.

Kputepun 6e30macHOCTH KOMITBIOTEPHBIX cHcTeM «OpaHkeBasi KHUTA.
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33. O6mue kpuTepuu 0€30MacHOCTH HHPOPMAITMOHHBIX TEXHOIOTHA.

34. Kpurepun u knaccol 3amuiiesHocty CBT u AC. PykoBonsume noxkymentsl @CTOK
Poccun.

35. CrannmapTsl 110 ynpasieHuto nuHpopmarmonHon 6e3omnacHoctbio ISO/IEC 27000.
36. Knaccudukarus 1 BO3SMOKHOCTH TEXHUYECKHX Pa3BEIIOK.
37. KoMmbroTepHas pa3Bejika.

38. Texnuueckue KaHalbl YTEUKH MHQOPMALMU MPHU IKCIUTyaTallud aBTOMATU3MPOBAHHBIX
CUCTEM.

39. DnekTpoMarHuTHOE Bo3aeicTBHE U 3((HEKTHI €ro BO3ACHCTBHSL.

40. 3a1u1/1Ta ABTOMATU3HUPOBAHHBIX CHUCTEM H CPCACTB BBEIUHMCIIMTCILHOM TEXHUKH OT
BHCIIHCTO 3JICKTPOMATrHUTHOT'O BOSI[GP’ICTBHSI.

9. MatepuaJIbHO-TEXHHYECKOE H Y4eOHO-MeTOANMYeCcKoe ofecrevyeHue TUCIHIINHBI
9.1. [lepeyeHb OCHOBHOI U JOMOJHUTEIbLHON Y4eOHOM JTUTEPATYPbI

OcHognas tumepamypa

1. Hecrepor C. A. OcHOBBI HHGOPMAIIMOHHON 0€30MaCHOCTH: YYeOHUK ISl By30B: YUCOHUK IJIS
By30B / C. A. HecrepoB. - 3-¢ wusm., crep. - Cankt-IletepOypr: Jlamp, 2024. - 324 c. -
978-5-507-49077-6. - Tekct: onektponHbii. // W3nmarensctBo Jlamp: [caiit]. - URL:
https://e.lanbook.com/img/cover/book/370967.jpg (mara obpamenus: 16.03.2025). - Pexum
JOCTYTIA: TIO TIOITUCKE

Jlononnumenvuas numepamypa

1. bamer I1. H. Uadopmarmonnas 6e3omacHOCTh W 3anuTa uHGoOpManuu: ydeOHoe mocodue:
yuebnoe nmocobue / [1. H. bamuer, A. B. ba6am, E. K. bapanosa. - Undopmarimonnas 6e30macHOCTb
n 3ammra uHopmarmu - MockBa: EBpaswiickuii OTKpbITBIA WHCTHUTYT, 2012. - 311 c. -
978-5-374-00301-7. -  Tekcr: onekrponuwni. //  IPR  SMART: [caiit]. - URL:
https://www.iprbookshop.ru/10677.html (mara oOpamenus: 16.03.2025). - Pexxum pocryma: 1o
MOJIITUCKE

9.2. [IpodeccuonanbHblie 0a3bl JAHHBIX U pecypcbl «UHTEepHET», K KOTOPBIM 00ecneuynBaeTCs
AOCTYN 00YYAKOIIMXCS

IIpogheccuonanvruvie 6azvi Oanuvix
1. https://student2.consultant.ru/cgi/online.cgi - [IpaBoBoii Cepep Koncymnprantlntoc

Pecypcor « Unmeprnem»
1. https://znanium.ru/ - DnekTpoHHO-OMOMMOTEYHAast cucTeMa "Znanium"
2. https://intuit.ru/ - SnexTponnas o6pazosarenbHas cpena "MHTYUT"
3. https://www.elibrary.ru/ - HOb eLIBRARY
4. https://rusneb.ru/ - HantmonanwsHas anekTponHas oudnuoreka (HOB)
5. https://e.lanbook.com/ - DnexTponnas 6ubnuoreunas cuctema "Jlanp"
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9.3. [IporpammHoe obecnieyeHre U HHPOPMAITMOHHO-CIIPABOYHbIE CHCTEMbI, HCIOJIb3yeMble
NPH OCylIeCTBJIEHUH 00pPa30BaTeIbHOIO NpoLecca no JUCIUIIUHE

Ilepeuenv npoepammnozo obecneuenus
(0bHOBNEeHUe NPOU3BOOUMCS NO Mepe NOSABILEHUS HOBbIX 8ePCULL NPO2PAMMbL)

1. Microsoft Office;

Ilepeuensb uHpOPMAYUOHHO-CRPABOUHBIX CUCTEM
(0OHOBIEHUE BBINOTHAEMCA eAHCEHEOETbHO)

He ucnonb3zyercs.
9.4. O0opynoBaHue M TEXHUYECKHE CPeACTBA 00yUeHUs

VY4ebHas ayquTopus
MapxkepHas gocka - 0 mr.
MoH00610K - 64 mT.
[Ipoexrop - 4 mir.

10. MeTonnuyeckue yKa3aHusi 10 OCBOEHMI0 THCHHMILIMHBI (MOTYJIs)

C wenpo yCHemHoro OCBOGHUS JaHHOTO MpeIMeTa CTyACHTY He0OXOAUMO BBIMTOIHATH TOMAIIIHHE
paboThI O YKa3aHHBIM IPETOABaTEIsIM TeMaM U MPEICTABICHHBIM Ha 3aHATUAX Marepuaiam. [[ns
Ooylee  YCHEIIHOTO  BBINOJIHEHUS ~ pabOTBl  CTYAEHTY  NpEAjaractcss  HCIOJIb30BaHHUE
yueOHO-METOANYECKUX MaTepHuajoB, COOTBETCTBYIOIINX YKa3aHHOH TeMe.

CamocrosaTenbHass paboTa CTYIEHTOB OINHUCBHIBACTCS U PETYIUPYETCS  METOIUYECKHUMHU
PEKOMEHIALMAMU 10 TUCLHUILINHE.

Onucanue 603modxcrnocmeit uzyuenusn oucyuniaunsl auyamu ¢ OB3 u unsanuoamu

[Tpu HEOOXOAUMOCTH OOYUYCHHSI CTYICHTOB-UHBAIH/IOB U JIUI C OTPAHUYCHHBIMH BO3MOXHOCTSIMU
3M0POBBSl  AyJAUTOPHBIC 3aHATHS MOTYT OBITh 3aMEHEHBl WM JIONMOJHEHBI HM3yYeHUEM
MOJTHOTEKCTOBBIX ~ JIEKIMW, MPE3CHTAlUWUi, BHAECO- M  aAyAUOMATEPUATIOB B  JJIEKTPOHHOU
uHpopmanmonHo-oOpazoBarenbHoit cpene (QUOC) ynuBepcureta. MHAMBHIyaldbHBIC 3adaHUSA
MOAOMPAIOTCS B Q/IalITUPOBAHHBIX K OTPAaHUYCHUSIM 3I0pOBbs (hopMax (MUCBMEHHO WJIH yCTHO, B
¢dopme mpeseHTanuii). Beibop MeTonoB oOydeHHs 3aBHCHT OT MX TOCTYIMHOCTH JJii MHBIUIOB U
JIUI C OTPAaHUYEHHBIMH BO3MOXKHOCTSIMU 3/10POBbSI.

PaGoyas mporpamma AMCHUIUIMHBI IS WHBATUAOB U JHUI] C OTPAHUYCHHBIMU BO3MOXKHOCTSIMHU
30POBBS pa3pabaThiBaeTCs WHANBUAYATHHO C YIETOM 0COOCHHOCTEH MCUXO()U3NIECKOTO Pa3BUTHS,
WHIAVBUIYATbHBIX BOSMOKHOCTEH M COCTOSHUS 37J0POBBS TAKUX 00yUYaIOLTUXCS.
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